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promise that the identity of the source 
would be held in confidence, or, prior 
to January 1, 1975, under an implied 
promise that the identity of the 
sources would be held in confidence. 
This system of records is exempt for 
one or more of the following reasons: 

(A) To fulfill commitments made to 
protect the confidentiality of sources. 

(B) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(ii) Criminal Matter Records are con-
tained in the system of records and are 
exempt under the provisions of 5 U.S.C. 
552a(k)(2): Provided, however, That if 
any individual is denied any right, 
privilege, or benefit that they would 
otherwise be entitled by Federal law, 
or for which they would otherwise be 
eligible, as a result of the maintenance 
of such material, such material shall 
be provided to such individual, except 
to the extent that the disclosure of 
such material would reveal the iden-
tity of a source who furnished informa-
tion to the Government under an ex-
press promise that the identity of the 
source would be held in confidence, or, 
prior to January 1, 1975, under an im-
plied promise that the identity of the 
sources would be held in confidence. 
This system of records is exempt for 
one or more of the following reasons: 

(A) To prevent interference with law 
enforcement proceedings. 

(B) To protect investigatory material 
compiled for law enforcement purposes. 

(C) To avoid unwarranted invasion of 
personal privacy, by disclosure of infor-
mation about third parties, including 
other subjects of investigation, law en-
forcement personnel, and sources of in-
formation. 

(D) To fulfill commitments made to 
protect the confidentiality of sources. 

(E) To assure access to sources of 
confidential information, including 
that contained in Federal, State, and 
local criminal law enforcement infor-
mation systems. 

(F) To prevent disclosure of law en-
forcement techniques and procedures. 

(G) To avoid endangering the life or 
physical safety of confidential sources 
and law enforcement personnel. 

(iii) The system of records includes 
records subject to the provisions of 5 
U.S.C. 552(b)(1) (required by Executive 
order to be kept secret in the interest 
of national defense or foreign policy), 
and such records are exempt under 5 
U.S.C. 552a(k)(1). 

Subpart 1212.6—Instructions for 
NASA Employees 

§ 1212.600 General policy. 
In compliance with the Privacy Act 

and in accordance with the require-
ments and procedures of this regula-
tion, NASA has an obligation to: 

(a) Advise individuals, when re-
quested, as to whether any specific sys-
tem of records maintained by NASA 
contains records pertaining to them; 

(b) Prevent records being maintained 
by NASA in a system of records for a 
specific purpose from being used or 
made available for another purpose 
without the individual’s consent; and, 

(c) Permit individuals to have access 
to information about themselves in a 
NASA system of records, to have a 
copy made, and, if appropriate under 
subpart 1212.3 of this part, to amend 
the records. 

§ 1212.601 Maintenance and publica-
tion requirements for systems of 
records. 

(a) In maintaining systems of 
records, NASA shall: 

(1) Maintain any record in a system 
of records for necessary and lawful pur-
poses only, assure that the information 
is current and accurate for its intended 
use, and provide adequate safeguards to 
prevent misuse of the information. 

(2) Maintain only information about 
an individual relevant and necessary to 
accomplish a purpose or to carry out a 
function of NASA authorized by law or 
by Executive order of the President. 

(3) Maintain records used by NASA 
officials in making any determination 
about any individual with such accu-
racy, relevance, timeliness, and com-
pleteness reasonably necessary to as-
sure fairness to the individual in mak-
ing the determination. 

(4) Maintain no record describing how 
an individual exercises rights guaran-
teed by the First Amendment unless 
expressly authorized by statute, by the 
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individual about whom the record is 
maintained or unless pertinent to and 
within the scope of an authorized law 
enforcement activity. 

(5) Maintain and provide access to 
records of other agencies under NASA’s 
control consistent with the regulations 
of this part. 

(b) Any system of records maintained 
by NASA which is in addition to or 
substantially different from a Govern-
mentwide systems of records described 
in a systems notice published by an-
other agency shall be regarded as a 
NASA system of records subject to the 
requirements of this part, and the 
NASA system notice shall include a 
reference to the system notice of the 
other agency. 

(c) NASA shall provide adequate ad-
vance notice to Congress and OMB of 
any proposal to establish a new system 
of records or alter any existing system 
of records as prescribed by OMB Cir-
cular No. A–130, appendix I. 

§ 1212.602 Requirements for collecting 
information. 

In collecting information for systems 
of records, the following requirements 
shall be met: 

(a) Information shall be collected to 
the greatest extent practicable directly 
from the subject individual when the 
information may result in adverse de-
terminations about an individual’s 
rights, benefits, and privileges under 
Federal programs. Exceptions to this 
policy may be made under certain cir-
cumstances, such as one of the fol-
lowing: 

(1) There is a need to verify the accu-
racy of the information supplied by an 
individual. 

(2) The information can only be ob-
tained from a third party. 

(3) There is no risk that information 
collected from third parties, if inac-
curate, could result in an adverse de-
termination to the individual con-
cerned. 

(4) Provisions are made to verify with 
the individual information collected 
from a third party. 

(b) Each individual who is asked to 
supply information shall be informed 
of the following: 

(1) The authority (whether granted 
by statute, or by Executive order of the 

President) for requesting the informa-
tion; 

(2) Whether disclosure is mandatory 
or voluntary; 

(3) The intended official use of the in-
formation; 

(4) The routine uses which may be 
made of the information, as published 
in the system notices; 

(5) The effects, if any, on the indi-
vidual of not providing all or any part 
of the requested information. 

§ 1212.603 Mailing lists. 

NASA will not sell, rent, or other-
wise disclose an individual’s name and 
address to anyone, unless otherwise 
specifically authorized by law. 

§ 1212.604 Social security numbers. 

(a) It is unlawful for NASA to deny to 
individuals any rights, benefits, or 
privileges provided by law because of 
the individuals’ refusal to disclose 
their social security numbers, except 
where: 

(1) The disclosure is required by law; 
or 

(2) The disclosure is from a system of 
records in existence and operating be-
fore January 1, 1975, and was required 
under statute or regulation adopted be-
fore that date to verify the identity of 
the individual(s). 

(b) Any time individuals are re-
quested to disclose their social security 
numbers, NASA shall indicate whether 
that disclosure is mandatory or vol-
untary, by what authority the numbers 
are requested, and what uses will be 
made of them. 

§ 1212.605 Safeguarding information in 
systems of records. 

(a) Safeguards appropriate for a 
NASA system of records shall be devel-
oped by the system manager in a writ-
ten plan approved by the Installation 
Security Officer. 

(b) When records or copies of records 
are distributed within NASA they shall 
be prominently identified as records 
protected under the Privacy Act and 
shall be subject to the same safeguard, 
retention, and disposition require-
ments applicable to the system of 
records. 
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